
Smart Specialisation 
Cyber Security 



Smart Specialisation 

Smart specialisation encourages 

regions to find their strategic 

priorities and utilise and focus 

resources available on them 



Smart Specialisation 

1. Priority setting in times 

of scarce resources 

2. Excellence in something 

specific 

3. Accumulation of critical 

mass 

4. Opportunity for cross 

sectoral approach 

1. Evidence based 

2. Bottom up partnership 

approach 

3. Global perspective on 

potential advantage & 

potential for cooperation 

4. Source in knowledge, 

technologies, services, 

talent & investors 



Framework 



Collaborative Networks  
“working together to achieve a common goal” 



Wellington Region 

Top Industries (%of GDP) 

• Central Government  11.8% 

• Professional & scientific  11.2% 

• Finance & Insurance 9.3% 

• Manufacturing 7.5% 

• Healthcare & social 5.9% 

• Tourism 3.0% 

Population  496,900 

Businesses  53,892 



Smarter use of information 

leads to smarter projects 
Creative and Digital project 

 

Measuring the sectors to understand 

opportunities 

 

Need to extend data from traditional 

statistics 

 



Cyber Security 

• Kept coming up in the data 

• Broad industry discussions identified 

opportunities 

• International evidence 

 



Our process 

1. Build evidence base 

Global 



Our process 

1. Build evidence base 

Wellington 



Our Process 
2. Bottom up partnership approach 

 

Workshops with industry, government and 

academia 



Key outcomes 

After the first workshop we identified some 

key areas of both opportunity and concern 
 

• Cyber is big business but NZ is behind the game 

• Wellington has 16% ($272m) of NZ cyber market 

($1.7b) and 19% ($74m) of NZ cyber exports 

($380m) 

• World market is worth $1.5tr 

• Worldwide shortage of experts (including NZ) 

 



Where to from here? 

Skills a major issue in delivering on growth 

Partnership with MBIE developed 

Continuing relationship with business 

More evidence needed! 



Evidence Base 
Information Technology Graduates  

(NZ Domestic) 

Source: Education Counts 2016, Ministry of Education  



New Data Sources 

Job Title

New Zealand 

Heads 2016

Wellington 

Heads 2016

Wellington 

Forecast 

Heads 2018

% 

Wellington 

to NZ

Wellington 

Number 

Growth over 

2 years

Wellington % 

Growth over 2 

years

/L{h ς /ƘƛŜŦ LƴŦƻǊƳŀǘƛƻƴ {ŜŎǳǊƛǘȅ hŦŦƛŎŜǊ151 22 32 15% 10 45%

Cryptographer/Cryptanalyst 94 14 20 15% 6 43%

Cyber Incident Response Specialist 107 17 23 16% 6 35%

Cyber Security Forensic analyst 110 17 24 15% 7 41%

Cyber Threat Intelligence Analyst 248 35 45 14% 10 29%

Database Security Manager 151 24 36 16% 12 50%

Deputy CISO/CIAO 61 10 12 16% 2 20%

Incident handler 246 34 40 14% 6 18%

Information assurance Manager 133 18 30 14% 12 67%

Network security administrator 242 35 48 14% 13 37%

Penetration tester 234 33 51 14% 18 55%

Project manager 278 40 48 14% 8 20%

Security advisor 182 25 29 14% 4 16%

Security analyst 397 56 78 14% 22 39%

{ŜŎǳǊƛǘȅ !ǊŎƘƛǘŜŎǘ ς /ƻƴǎǳƭǘƛƴƎ132 21 33 16% 12 57%

{ŜŎǳǊƛǘȅ ŀǊŎƘƛǘŜŎǘ ς ǇǊƻŘǳŎǘǎϧ ǎƻƭǳǘƛƻƴǎ95 14 20 15% 6 43%

Security Auditor 123 19 25 15% 6 32%

{ŜŎǳǊƛǘȅ /ƻƴǎǳƭǘŀƴǘ ς aŀƴŀƎŜƳŜƴǘ311 44 60 14% 16 36%

Security engineer 147 19 26 13% 7 37%

Security Operations Manager 84 13 18 15% 5 38%

Security Software Developer 474 65 91 14% 26 40%

Security strategist 154 22 30 14% 8 36%

Security systems administrator 116 16 22 14% 6 38%

Security tester 265 33 43 12% 10 30%

Technical security consultant 114 16 27 14% 11 69%

Web security 300 42 58 14% 16 38%

4949 704 969 14% 265 38%



What do we need? 

• A clear understanding of industry requirements. 

 

• Development of a skills list that can be used by all – 

educators, students, government and business (a 

common language) 

 

• Identification of skills already held and how they transfer 

across roles and industries 

 

• A framework that delivers – requires commitment by all, 

the responsibility must be shared, need to act together. 



Working with Industry 

 

 

Fasten your Seatbelts ….this is going to 

be a bumpy ride  

 

 

 



Cyber Security 101 

• Landscape  

• Good vs Evil  

• Trends  

• NZ & Local landscape  

• Opportunity  

 



Landscape 

• The economics of cyber security favor's the 

attackers 

• Estimated ave cost $450b globally 2015 

• Forecast Cost $2-3tr annually by 2020 

• Forecast Rev $1 trillion over next 5 years 

• 89% Cybercrime is Financial or Espionage 

• IoT is coming – Threat landscape gets 

bigger 

 



The Players  

• Bad Guys  

– Nation States 

– Organised Crime 

– Polictal Activists  

– Companies  

– Individuals 

– Insiders  

• Good Guys  

– Government 

Groups 

– Industry 

– Commercial  

– Academic 

– Community  

– Individuals  

 



Trends  

• Ransomware 

• Mobile  

• PoS 

• IoT 

• DDoS – exhortion  

• Darkweb 

• Nation State 

 

 

• People/Skills 

• Cloud Security 

• AI / Machine 

Learning  

• Analytics  

• Mobile  

• Cyber 

Insurance  

 

 

 

 

- + 



NZ Landscape 

• Everything Globally is seen here  

• Previously no one Govt area 

responsible  - CERT 

• Poor resourcing - $ and people  

• Lack of Transparency 

• Immature in company awareness & 

structures   

• Strong Community / informal sharing 

 

 

 



Local  
• Large consumer of Cyber Security 

– Govt  

– Banking & Finance  

– Utilities Sector  

– Proffessional & IT  

• CERT to be established here  

 

 

• Community  

– Kiwicon 

– 1stTuesday  

– NZITF 

 

– iSANZ 

– ConnectSmart 

– SoT 

  



Opportunities 

• Talent  

– Import  

• Targeted 

 

– Export  

• Skills / Services  

 

 



Collaboration 

Immigration 

NZTech/DIA 

WRS 

Industry 



Opportunities   

• Education  

– Become center of excellence - short 

courses  

– PPP between Education Institutes 

Business and Govt (or Local Govt) 

• Cyber Security Hubs on Campus  

• CERT at Vic Uni  

• Support Training  ie CIRT,  SANS 

• Conferences ( Kiwicon , Cyber Summit ) 



Opportunities   

• Attract International Cyber Companies 

–  Research Labs or R&D  

–  Tax Law R&D  / Low Tax rates 

–  NZ Patent Laws  

–  Low cost of housing & living  

–  Foundation of Talented workforce  

–  Promote at Kiwicon / Promote 

Wellington at International Cyber Conf  

 

 



Opportunities   

• Resilent Local Economy  

– Local Awareness Campign and Advice 

Hub  

– Lead by example  

• Venues, apps, websites, smart tech 

– Colaborate with Industry and Business 

and Govt  

– Build international profile – capture the 

flag Wellington vs Sister Cities 



Opportunities   

• Aspiration  

– To be the most secure region in New 

Zealand to do business  

• How  

– Focus on Talent Building  

– Centre for R&D or Reserach 

– Centre of Training – short course 

– Resilent aware local business community  

 

 


